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Bring Your Own Device (BYOD)
Overview

	Purpose
	The purpose of this policy is to define accepted practices,     responsibilities and procedures for the use of personally owned mobile devices that the Business authorises to connect to our enterprise systems.
Note:
BYOD is not compulsory, nor is it automatic and must be approved in email by a relevant Line Manager or Contract Responsible Officer.  


	Application
	· The term Participant refers to employees, contractors, consultants and Agency staff, and other agents who use personally owned devices to access, store, backup, or relocate any Business or client specific data.
· The basis of this policy is the concept that the Participant, through an opt-in decision trades partial control over his/her personal device in exchange for access to corporate resources (such as email and calendars). It is important the consequences and obligations of this arrangement are well-understood. Therefore we require user agreement to this policy, to confirm that it has been read and comprehended. These obligations include but are not limited to:
· Participant acceptance that a personal device may be remotely wiped (potentially erasing all data and applications) by the business, for example in cases of theft or loss.
· The Participant understanding that he or she is solely responsible for backing up any personal content on the device.
· The Participant agreement to keep the device updated and in good working order.
· Participant acknowledgement that the Business will in no way be responsible for damaged, lost or stolen personal devices.
· Participant agreement to allow IT to load the corporate Mobile Device Management software and or security software on personally owned devices.


	Scope
	Mobile devices are a valuable tool in conducting business. It is the Business policy to protect and maintain user safety, security and privacy, while simultaneously protecting enterprise information assets while using these tools. 


Continued on next page

Overview, Continued
	Eligibility
	Users who are not eligible for a Business-funded mobile device may connect a personal device to corporate resources as long as it meets requirements, the user has appropriate management approvals, and the user has signed this policy.


	Non Compliance
	A Participants non-compliance with this policy may be subject to suspension of access or removal of access to enterprise systems from mobile devices.
In addition to this, Participants may be subject to disciplinary action in line with the Business Code of Conduct, and or contract provisions.


	Definitions
	All definitions for this policy and its sub-policies, unless otherwise stated, can be located in the:

· Refer to Appendix


	Sub-Policies
	This publication contains the following sub-policies to define company direction and requirements.

Topic

See Page

Participant Roles and Responsibilities
3
Terms of Use
7
 


Participant Roles and Responsibilities
	Policy Statement
	Despite individual ownership of the mobile device, the Business expects the Participants to assume certain responsibilities for any device that contains enterprise information or connects to enterprise resources. Participants must ensure that they comply with all sections of this agreement.


	Policy Information Condition
	Participants must agree to keep up to date and in good working order all devices and platforms supported by the Business.

Participants must maintain a device compatible with the manufacturers published technical specifications. If a device falls out of compliance, then it may be blocked from access until it is compliant and meets minimum Business requirements.


	Loss or Theft
	Within three (3) hours, Participants must report the permanent loss of personal devices to the service desk (to allow the device to have data remotely wiped over the network) before cancelling any mobile operator services. This is done by contacting the Service Desk.
Participants must not cancel any individual services for personally owned devices until after the remote wipe of the device is completed.


	Applications and Downloads
	Participants must ensure that they install application updates in accordance with Business guidelines.

It is not acceptable to download applications from any source other than the platform's approved store (e.g., Apple AppStore).
Participants may not charge application purchases to their CitiPower and Powercor corporate credit card.




	Backup & File Sharing or Synchronising
	All Participants are responsible for backing up personal information onto their personal hard drives or other backup systems. The Business cannot be held liable for erasing Participants’ content and applications when it is deemed necessary to protect enterprise information assets or if a wipe of the entire mobile device is accidentally conducted. 

Participants are not permitted to synchronize the organization's information to external accounts including, email, calendars, file sharing, remote backups.


Continued on next page

Participant Roles and Responsibilities, Continued
	Functionality & Feature Management
	Upon the request of the Business, Participants must allow the installation of a mobile device management software, or any other software deemed necessary, on the user's device.
The device functionality must not be modified unless required or recommended by the Business. The use of devices that are jailbroken or rooted or have been subjected to any other method of changing built-in protections is not permitted and constitutes a material breach of this policy.

Participants must accept that the Business security policies will be enforced on the device. The security policies implemented may include, but are not limited to, areas such as passcode, passcode timeout, passcode complexity and encryption.
Personal devices will be subject to minimum operating system version requirements before being permitted access to enterprise information.


	Device Security
	Participants must take the following physical security preventative measures to protect their device:
· Participants are required to secure their personal device with a PIN or Password that is not easy to guess or shared with others

· Appropriate precautions must be taken to prevent others from obtaining access to their mobile device(s). Participants are responsible for all transactions made with their credentials, and should not share individually assigned passwords, PINs or other credentials.

· Mobile devices should not be left in plain view in a vehicle or unattended in a public place.

· A mobile device displaying sensitive information should not be viewed where the screen contents can be viewed by others 


	Data & System Security
	All Business data that is stored on the device must be secured using the Businesses mandated physical and electronic methods at all times. 
Participants shall abide by the Businesses standard information security directives for the device at all times.

Participants must comply as soon as reasonably practicable with directives from their Business units or IT to update or upgrade operating system software on their devices, and must otherwise act to ensure security and system functionality are maintained.


	Support
	The IT Service desk will provide support for connectivity and back-end system operational questions only. The IT Service Desk will not support device replacement/upgrade, device software, device performance, device version issues (Software or Hardware), device Operating System issues, device operational questions, embedded software operational questions or non-enterprise provided apps.


Continued on next page

Participant Roles and Responsibilities, Continued
	Termination of Employment
	When a Participants employment or contract ends (termination), the following steps must be taken to enable the termination of the BYOD agreement:
· The Participants and /or Participants’ line manager will notify HR of the date of termination and the relevant CRO will continue to follow the existing ID application process for terminated field resource contractors.
· IT will then remotely wipe the enterprise data over the network.

· Participants can cancel any telecommunication services for this personally owned device only after the remote wipe of the enterprise data is completed.


	Related Policies / Sub-Policies
	Company employees must adhere to Acceptable Use of Assets
Protection of Unique Login Credentials:

All authorised personnel are provided with unique login credentials to access one or more IT assets. Login credentials constitute a unique identifier and an associated password. 

Authorised personnel must not, directly or indirectly, allows another person to use his/her unique login credentials. Similarly, authorised personnel must not use another person’s login credentials. The use of shared credentials is strictly forbidden unless formal exemptions requests are approved by IT Security. 

Restrictions on sharing of credentials apply to authorised personnel that are not on the Company’s Payroll and are working remotely. Under no circumstances must such personnel share the remote access credentials amongst other staff members and/or any other third party. All cases of lost or suspected compromised credentials must be reported immediately to the IT Service Desk. 

The owner of the unique login credentials is the person to whom the credentials were assigned. The login credential owner is responsible for its use and all transactions performed using it. 

Password Management for Login and Other Credentials

Authorised personnel must apply the following measures when selecting and using passwords for each of their login credentials:

· Passwords must not be disclosed to other persons (including management and IT Service Desk) under any circumstances;

· Passwords must not be written down on paper or other materials but may be stored in secure electronic containers where such facility is available to the user;   

· Passwords must be changed if there are indications that the password or the system may have been compromised - in which case a security incident must be reported to the IT Service Desk for investigation; 

· Strong passwords must be selected, in the following way: 

· using at least six alpha-numeric characters;

· using at least one uppercase and at least one lowercase alphabetic character;

· a password must not be based on a dictionary word, dialectal or jargon word from any language, or any of these words written backwards; and

· Passwords must not be based on personal data (e.g. date of birth, address, name of family member, etc.); 

· Use of at least one special character (for example - @) within passwords is recommended;
· Passwords must be changed at least every 60 days;

· Passwords must be changed at first log-on to a system where supported;

· Passwords must not be stored in a system that provide the functionality for automated retrieval such as a browser;

· Passwords used for private purposes must not be used for business purposes; and 
Social Media

It is strictly forbidden to post content about oneself or other existing or past employees that could be perceived as offensive, hurtful, disrespectful or constitute harassment, intimidation or an invasion of privacy. 

Email

Authorised personnel utilising Company email and/or other message exchange services should only send and receive messages for the purposes of fulfilling their job roles with reasonable personal use. It is forbidden to send materials with disturbing, unpleasant, sexually explicit, rude, and slanderous or any other unacceptable or illegal content.  Users must not send spam messages to persons with whom no business relationship has been established or to persons who did not solicit such information. 

Messages received using the Company’s assets must not be redirected or forwarded to external accounts without first examining the content of any attachments or information contained therein.

Monitoring Usage
All data which is created, stored, sent or received through the Enterprise services is considered to be the property of the Company. 

Users agree that the company has a legitimate right to access data and information in order to:

· Capture and inspect any data stored or transmitted on its IT assets (regardless of data ownership) when investigating system problems or potential security violations; and


	


	Related Documents
	· Code of Conduct and or contract provisions


	Approval
	Approval Date:   
24/9/14
Approvers Name:

Peter Bryant
Version No: 2.0
 


CitiPower and Powercor Australia Terms of Use for connection of Personally Owned Apple Devices

The purpose of this document is to define the Terms of Use for connecting personally-owned devices to enterprise systems (also known as BYOD). 
At the core of these Terms of Use is the concept that the Participant, through an opt-in decision, trades partial control over his/her personal device in exchange for access to corporate resources. It is important that the consequences and obligations of this arrangement are well-understood. Therefore, we require a signature to confirm that it has been read and comprehended.
· Eligibility: Eligibility for participation in the BYOD program will be assessed by the employee's line manager, or contractor’s responsible officer. Eligibility is restricted to Apple iPhones and iPads.

· Management Software: Participants must allow the installation of management and security software deemed necessary.
· Remote Wiping: the Business may remotely wipe the device when deemed necessary.
· Modifying Your Device: The use of jailbroken or "rooted" devices is not permitted.

· Currency: Participants must maintain iOS operating system currency on the device and  undertake updates within 4 weeks of Apple release dates or sooner as directed
· Security Policy: Participants must accept that CitiPower and Powercor Australia’s security policy will be enforced on the device.  This includes enforcement of a passcode restriction on the device.

· Support: The IT Service Desk will provide support for BYOD when it comes to connectivity and back-end system operational questions only.

· Loss or Theft: Within 3 hours, participants must report the temporary or permanent loss of personal devices to the help desk (to allow information on the device to be remotely wiped over the network) before cancelling any mobile operator services.

· Backup and File Sharing or Synchronization: Participants are responsible for backing up all personal information. Only approved solutions may be used to sync corporate data. The Business cannot be held liable for erasing Participants’ content and applications in any circumstances.
· Privacy: CitiPower and Powercor Australia will never access sensitive personal information via user devices or make it available to third parties, outside of legitimate civil or criminal e-discovery requests, unless we receive written authorisation from the user.

· E-Discovery: In the unlikely event of CitiPower and Powercor Australia needing access to the device for e-discovery purposes, the participant is obligated to hand over the device along with the necessary passcodes.

· Additional Terms of Use: Participants may be required to read and accept specific Terms of Use prior to installing individual enterprise Apps and functionality.

· IMEI: Participants will be required to provide the devices unique 15 digit IMEI number in digital form (ie email) prior to connection.
· BYOD Policy: Participants must comply with CitiPower and Powercor Australia’s BYOD Policy and any related policies or sub-policies identified in the BYOD Policy.

I acknowledge that I have read this information in full and understand the terms of use and my responsibilities as a designated participant.
Participant Name (printed): ________________________________________________

Participant Signature: _______________________________Date:_________________
Participant Email Address:  _________________________________________________
Managers Name & Signature: _______________________________________________
Appendix
IT Policy Definitions

Definition of Terms
	Access Point
	Wireless LAN transmitter / receiver that acts as a connection between wireless devices and wired networks.

	BCP
	Business continuity Plan – a plan that supports continued business operations in the event of the loss of building / site access or of IT systems provided from such location.

	Company
	This includes CitiPower Pty, Powercor Australia Ltd and other companies using our IT Company Network or IT systems.

	Company Network
	Refers to all computers, servers, LAN, WAN and other computer equipment supplied by the Company.

	Data Network
	Digital network used exclusively to send data (email, data, documents etc) without the inclusion of video and audio.  Data networks can interconnection with other networks and can contain sub-networks.

	E-Discovery
	Is the electronic aspect of identifying, collecting and producing electronically stored information, this  includes, but is not limited to, emails, documents, presentations, databases, voicemail, audio and video files, social media, and web sites.

	Electronic Communications
	Any communication by means of email, internet, msn, sms, web mail or electronic forms.

	Employee
	Any permanent, contract, or temporary personnel, service agent or consultant who has been provided with and has activated a network login ID.

	Encryption
	A way of coding the information so that if it is intercepted by a third party as it travels over a network it cannot be read.  Only the persons sending and receiving the information have the key and this makes it unreadable to anyone except the sender and intended recipient.

	Enterprise
	Refers to the CitiPower and Powercor organisation 

	Firefighter
	The Firefighter™ application is an ABAP-based and web-based application within SAP allows personnel to take responsibility for tasks outside their normal job function. Firefighting describes the ability to perform tasks in emergency situations.

Firefighter temporarily redefines the IDs of users when assigned with solving a problem, giving them provisionally broad, but regulated access. There is complete visibility and transparency to everything done during the period.

	IP Address
	Every device connected to a network is given an Internet protocol number (IP address).  This address is used to identify the device uniquely among all other devices connected to the extended network.

	Jailbroken
	Jailbreaking is the process of removing limitations on iOS, Apple's operating system on devices running it through the use of software and hardware exploits.

	RADIUS
	Remote Authentication Dial In User Service – an Authentication, Authorisation and Accounting (AAA) protocol for applications such as network access or IP mobility.

	Rooted
	Rooted is the process of removing limitations and allowing users of smartphones, tables and other devices running the Android operating system to attain privileged (admin) control of the device.

	SOE
	Standard Operating Environment – a set of procedures, standards and configurations that define our computing environment.

	SUBNET
	An interconnection but independent segment of a network that is identified by its Internet Protocol (IP) address.

	TACACS+
	Terminal Access Controller Access Control System – authentication protocol that provides remote access authentication and related services.

	TCP / IP
	Transmission Control Protocol / Internet Protocol – A combined set of Protocols that perform the transfers of data between two computers.

	Telecommunication Device
	Mobile Phone - a hand-held mobile radiotelephone for use in an area divided into small sections, each with its own short-range transmitter/receiver.
SmartPhone – a mobile phone device that enables data connectivity to Internet connected resources beyond basic voice or SMS services, and are able to run applications (“apps”) on a mobile operating system such as but not limited to iOS, Android, Blackberry, Symbian or Windows Phone.
SmartPhones include tablet devices with mobile network connectivity such as but not limited to iPads

Mobile Data Modem - Device that accesses the cellular telephone network for the transfer of data includes SIM cards specifically designed for this purpose.

SIM Card - Subscriber Identity Module, a small electronic card inserted into mobile or cell phones that provides a unique ID to a phone for example the persons billing details and phone network permissions.
Desk Phone – a telephone that is allocated to a person’s workstation.

	User Authentication
	A method by which the user of a wireless system can be verified as a legitimate user independent of the computer or operating system being used.

	VLAN
	Virtual Local Area Network – the ability to associate different LAN-attached workstations as being part of the same LAN independent of where the workstation is physically attached to the LAN.
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